Pentewan Valley Parish Council

Telephone: 07506 7000246
Email:clerk@pentewanvalley-pc.gov.uk
Website: www.pentewanvalley-pc.gov.uk

Information Technology Security Policy

1. Purpose

This policy sets clear and proportionate rules for how councillors, staff,
and authorised users handle information—especially via email—to protect
confidentiality, integrity, and availability of Council data and to comply
with the UK GDPR and Data Protection Act 2018.

2. Scope

This policy applies to all councillors, employees, contractors, and
authorised users acting for or on behalf of the Council, regardless of
working location or pattern. It governs information handling, email use,
access control, monitoring, remote working hygiene, training, and
compliance.

3. Legal & Standards Context

UK GDPR & Data Protection Act 2018

Freedom of Information Act 2000 (FOI) and Environmental
Information Regulations 2004 (EIR)

Records management and audit obligations applicable to parish
councils

National Cyber Security Centre (NCSC) guidance on passwords
(three random words) and multi-factor authentication (MFA)
Relevant sector guidance, including the Practitioners’ Guide 2025
and ICO advice on secure processing and the risks of personal email
accounts for council business

4. Roles & Responsibilities

The Council: Approves policy, sets tone, monitors compliance.

The Clerk: Maintains policy, coordinates training/awareness, leads
incident coordination.

The IT Provider (where engaged): Implements and enforces access
controls (e.g., MFA, password policy), manages administrative
credentials, and supports monitoring in line with this policy.

All Users: Comply with this policy, complete training, promptly report
incidents or suspected breaches.
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5. Use of Official Council Email Accounts

Official use only. Council-issued email addresses must be used for all
council business and must not be used for personal registrations (e.g.,
shopping, social media) or commercial activity.

No personal accounts for council business. Using personal email for
council matters increases security and compliance risks and is prohibited
except in a declared and time-limited contingency.

Professionalism and trust. Official addresses enhance authenticity, reduce
spam filtering, and support continuity when roles change; they help
ensure appropriate retention/archiving and protect personal privacy
during FOI/SAR reviews

Account separation. Keep personal and council communications strictly
separate. Do not set up automatic forwarding/redirects from council
mailboxes to personal accounts

6. Email Good Practice

Write clearly & proportionately. Keep messages concise, use descriptive
subjects, and avoid long “reply-all” chains—reply only to those who need
to know

Data minimisation. Share personal data only when necessary and lawful;
obtain appropriate permission before disclosing to third parties; treat all
documents as confidential unless already in the public domain.

Housekeeping. Regularly review and delete emails that are no longer
needed in line with the Council’s retention schedule; avoid building
shadow archives in personal mailboxes/devices.

Channel choice. Consider whether a phone call or meeting would be more
effective than extended email exchanges.

7. Access Control

The Council adopts NCSC-aligned password practices and MFA as
standard: Strong passwords. Create passphrases using three random
words (e.g., PurpleCandleRiver); do not share or reuse across services.

MFA. Enable multi-factor authentication wherever available for council
accounts and systems.
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Initial user passwords generated by the IT provider; vendor defaults
changed immediately on setup.

Service/administrative credentials generated and centrally managed by
the IT provider; access restricted to authorised personnel; emergency
access arrangements documented and auditable.

Storage & managers. Do not store passwords in plain text. Use a
council-approved encrypted password manager.

Change on suspicion. Change any password immediately if compromise is
suspected; report the incident at once

8. Data Protection via Email

Lawful basis & minimisation. Send personal data via email only when
necessary and with an appropriate lawful basis; minimise recipients and
content.

Confidentiality. Label sensitive messages appropriately; consider using
secure links rather than attachments where possible.

Subject Access & FOI/EIR. Be aware that emails may be in scope of SARs
and FOI/EIR; using official accounts makes discovery, redaction, and
disclosure more straightforward and protects personal privacy

Retention. File/retain emails in accordance with the Council’s records
schedule; avoid unnecessary duplication.

9. Monitoring (Proportionate and Lawful)

The Council may monitor the use of electronic communications (including
email) to protect systems, ensure compliance, investigate potential
misconduct, and meet legal obligations.

Any monitoring will be necessary, proportionate, and transparent,
conducted in line with applicable law (e.g., Investigatory Powers
regulations, data protection law).

Logs and any information obtained are retained only as long as needed
for the stated purpose and may be shared internally with those who need
access (e.g. relevant councillors/IT) or externally with professional
advisers under appropriate safeguards.

Note: Specific retention periods for logs and monitoring records are
defined in the Council’s retention schedule and may vary by system and
purpose.
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10. Remote Working - Information-Handling Hygiene

Secure sessions. Log in via trusted sessions; do not save passwords on
shared/public devices; always log out and clear browser sessions/history
after use; avoid using public devices that cannot be cleared.

Screen privacy & conversations. Be mindful of who can see or overhear
sensitive information; position screens prudently, and avoid reading
confidential content where it can be easily observed.

Printed materials. Collect printouts promptly, store securely while in use,
and dispose of them via secure shredding/confidential waste.

Electronic files. Prefer secure storage locations approved by the Council;
use password-protected files when appropriate; transfer back to Council
repositories promptly.

Loss/theft. If you suspect any loss, theft, or unauthorised access to
Council information (including mis-sent email), report immediately (see
Section 11).

11. Security Incidents & Reporting

What to report: Suspected phishing; mis-addressed emails; unauthorised
access; suspected credential compromise; loss or exposure of
information.

How to report: Notify the Clerk immediately; if applicable, also notify the
IT provider to support containment and investigation.

After reporting: Cooperate with containment, evidence capture, and any
required notifications or remedial actions, including potential reporting to
the ICO where legally required.

12. Training & Awareness

All users must complete periodic awareness on data protection, secure
email use, phishing, and password/MFA practices. Refresher training will
be provided following policy updates, incidents, or notable risk changes.
13. Non-Compliance

Improper or unauthorised use of council email or information that

breaches this policy may result in proportionate action under Council
procedures and, where applicable, legal action.
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14. Related Policies & References

Data Protection Policy, Records Retention Schedule,
Disciplinary/Standards Procedure

National Cyber Security Centre (NCSC):Passwords — “"Three random
words”: https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-
online/three-random-words

NALC Practitioners’ Guide 2025:
https://www.nalc.gov.uk/resource/practitioners-quide-2025.html

ICO factsheet (councils & own devices/email risks):
https://ico.org.uk/media2/migrated/2615578/parish-councils-own-device-
fact-sheet.pdf

Date of policy: March 2026

Approving committee: Full Council

Date of committee meeting: 18 March 2026
Date for next review: March 2027



